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What about TRUESSEC.EU?

ÅH2020 Coordination and Support Action

ÅJan 2017 ðDec 2018 (Ongoing project)

ÅMultidisciplinary team: 

UK (Coordinator) ES AT FR

ESUKES
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Trustworthiness?

Security

Confidentiality

Possession

Integrity

Authenticity

Non-repudiability

Availability

Utility

Privacy
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Transparency
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Unobservability
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Availability

Integrity

Safety
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òCredence typeó attributes!



Challenge: 
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Å Trustworthiness is difficult to appraise because some attributes are òcredence 

typeó Ą Distrust (or weak trust) 



Challenge: 

ÅLack of confidence from citizensis a serious problem.

ÅAccordingto an EU study, a significant percentage of 

Europeans do not access online services in another 

Member state because of a lack of trust *.

* Reducing Costs and Barriers for Businesses in the Single 

Market (2016)
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Certification (This is just one assurance 

mechanism)

ÅòA structured system by which an independent and 

impartial third party (certification authority), 

after performing an assessment of the system of interest 

at a point in time, issues the results in the form of a 

certificate, asserting that the system complies with 

public and standard criteria under specific conditionsò



State of the practice

ÅEU Privacy seals project(2013)

ï25 privacy and related certification schemes

ïLarge degree of variation in the core functional models of 

certification schemes



State of the practice

ÅECSO has gathered 290 related methods/standards, 

for instance:
Control Framework Trustworthiness 

property

Target Number of 

controls

Application domain

ISO/IEC 27002 Security Security 

Management 

(organization 

process)

114 Generic 

Common Criteria Security ICT products 65 comp. Generic

Cloud Control 

Matrix

Security Services 133 Cloud Computing

NIST 800-53 rev4 Security/Privacy Organizationand 

information

systems

240 Public 

services/eGovernm

ent

ISO/IEC 27018 Data protection Organization

process

24 Cloud Computing

GAPP Privacy Organization 73 Generic

IEC 61508-2 Safety Products Generic



State of the practice

Operational 
requirements

WP6

WP4
WP3

ÅCurrent control frameworks?

ï2017. - ECSO has gathered 

more than 280 related 

standards. 

ï2013. - UE Privacy seals project 

has gathered 25 privacy 

certification schemes.

ÅBeyond State of the Art:

ïTrustworthiness operational 

requirements based on a 

multidisciplinary analysis for ICT 

products and services



Other challenges:

ÅWhat are the constraints placed by the industry 

(business factors)?

ïWhat does business think about labelling?

ïWhat about the costs?

ÅDo trustworthiness assessment criteria consider those 

that are a priority for citizens?

ïHow can SSH analysis contribute to finding trustworthiness 

attributes for ICT products and services?

ÅHow business constraints and SSH results can be 

translated into technical requirements? 



Opportunity

ÅCertification and labelling of trustworthiness 

properties from a multi-disciplinary SSH-ICT 

perspective and with emphasis on human rights. 

ïEngage stakeholders in discussions

ïIssue recommendations that may foster the adoption and 

acceptance certifications/labels
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TRUESSEC.EU approach
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Current task

Privacy Security Reliability Safety

Intervenability Transparency Unlinkability

IR1 IR2

GDPR

...

ePrivacy

IR1.1 IR1.2

IR1.N

Legal domain

Legend

Social domain

Technical domain

Business domain

Multidisciplinary req.

P1(art.6)
P2
P3
...

Reqs. IndividualsΩ 
trust

P1
P2
P3

TR1

TR1.1

Level 1

Level 2

Level 3

Level 4

Business constraints 

ÅCurrent task (Definition of assessment criteria based 

on multidisciplinary analysis):



SHOP (Stake-Holdersõ Online Platform)

Åhttps://truessec.eu

https://truessec.eu/

